IMoanTHKa
agMUHUCTpaunu ropoaa Cy3aajisi B OTHOIIEHUH 00padoTKH NMePCOHATbHBIX TaHHBIX

. O0mue nosioxkeHus

1.1. TepMuHBbI U onpeEIICHUS.

IlepcoHanbHble NaHHBIE - MH00as MH(GOpPMAIMs, OTHOCSIIASACS K MPSAMO MM KOCBEHHO
OTIpeICIEHHOMY WJIH OTpeeiseMoMy (hU3HudecKoMy JHITY (CYOBEKTY MepCOHATBHBIX TaHHBIX ).

Omneparop - TOCYZApCTBEHHBIM OpraH, MYHUIMNAJIbHBIA OpraH, HOPUAMYECKOE HWIH
¢du3nveckoe JTUI0, CAMOCTOSTEIFHO WIM COBMECTHO C APYIMMH JIMIIAMU OPTaHU3YIOIIUE U (WIJIN)
OCYILLECTBIIAIOLIME OOpabOTKY MEpPCOHAIBHBIX JaHHBIX, a TaKKe ONpPEIesAIoNnMe Leln
00pabOTKM MEePCOHABHBIX JaHHBIX, COCTaB MEPCOHAIBHBIX JaHHBIX, MOAJSKAMNUX 00padoTKe,
neiicTBus (oneparym), CoBeplIaeMble C IePCOHATbHBIMU IaHHBIMHU.

O06paboTka MepCOHANBHBIX JAaHHBIX - JI000E JeicTBHE (Omepanus) UiId COBOKYITHOCTb
neictBuil (omepanuii), coBeplIaeMbIX C HCIOJb30BAHMEM CPEACTB aBTOMATH3alMM WU 0e3
UCTIOJIB30BaHUSI TaKWX CPEACTB C TEPCOHAIBHBIMU JAaHHBIMH, BKJIIOYas cOOp, 3amuch,
cUCTeMaTHU3alluio, HAaKOIUICHUE, XpaHEeHHe, YyTOUHEeHne (OOHOBJIEHUE, U3MEHEHHE), U3BJICUCHHE,
UCIIOJIb30BaHUE, Iepefady (pacupoCTpaHEHUE, NIPEeJOCTaBIEHUE, JIOCTYIl), OOe3IM4YMBaHUE,
0JI0KMpOBaHKE, YAaJeHUE, YHUUTOKEHHE NEPCOHAIbHBIX JaHHBIX.

ABTomaTu3upoBaHHas 00pabOTKa MEPCOHANBHBIX JaHHBIX - 00pabOTKa NMEepPCOHAIbHBIX
JTAHHBIX C IOMOIIBIO CPEJICTB BHIYUCIUTEIBHON TEXHUKH.

PacnipocTpanenue mepcoHaNbHBIX MAHHBIX - JICHCTBHS, HAlpaBIIEHHBIE HAa PACKPHITHE
NEPCOHAIbHBIX JAHHBIX HEONPEAEICHHOMY KPYTY JIUII.

[IpenocraBiieHne TEPCOHANBHBIX JAHHBIX - JCHCTBHS, HAINPABICHHBIE HAa PACKpPHITHE
HEPCOHAIBHBIX JAHHBIX ONPEAEICHHOMY JIMIY WIH ONPEIeJIEHHOMY KpPYTY JIMIL.

bnokupoBanue mepcOHANBHBIX JaHHBIX - BPEMEHHOE TpeKpameHne o0pabdoTKU
IEpCOHANBHBIX JaHHBIX (32 MCKIIOYEHHEM Ccly4daeB, eclii o0paboTka HeoOXoauma s
YTOYHEHUS EPCOHATBLHBIX TAaHHBIX ).

VYHUUTOXKEHHUE NEPCOHANBHBIX JAaHHBIX - ACUCTBUS, B PE3yJbTaTe KOTOPBIX CTAHOBHUTCA
HEBO3MOXXHBIM BOCCTaHOBUTH COJIEp)KaHWE TEPCOHANBHBIX JIAHHBIX B WH(POPMALMOHHOM
cUCTeMe NEePCOHANbHBIX JaHHBIX U (WINM) B pe3yJbTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepHaIbHble
HOCHUTEIN TIePCOHALHBIX TAHHBIX.

O0e3nuurBaHue NEPCOHANBHBIX JTAHHBIX - AEHCTBHS, B PE3Yy/IbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXKHBIM ~ 0€3  WCIOJBb30BAHUS  JIOTIOJIHUTENFHOW  MH(OPMAIMU  ONPEICIHUTH
NPUHAAIEKHOCTh IEPCOHANBHBIX IaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHAIbHBIX JAHHBIX.

NudopmannonHnas cucrema MepcoHaTbHBIX JaHHBIX - COBOKYITHOCTH COJEPIKAIIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX TaHHBIX M 00ECIEeYMBAIOIUX MX 00pabOTKy MH()OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

TpancrpannyHas nepeaya NepCOHANbHBIX JaHHBIX - Mepefaya MepCOHANIbHBIX JaHHBIX
Ha TEPPUTOPHUIO HMHOCTPAHHOTO TOCYJapcTBa OpraHy BJIACTHM MHOCTPAHHOIO TIOCYAapcTBa,
MHOCTPaHHOMY (PU3HYECKOMY JIMILY UM HHOCTPAHHOMY IOPHINYECKOMY JIMILY.

1.2.Ha3znaueHue 1 mpaBoBasi OCHOBA IOKyMEHTA.

[TonmuTuka agmuaucTpanuu ropoja Cysnans Bragumupckoit obnactu (nanee no TEKCTy —
aJIMUHHCTpAIIMS) OIpeessieT CHCTEeMY B3IVIJOB Ha MpoOjeMy obOecrieueHus: 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX M TPEJICTaBIseT COOOH CHCTEMAaTU3MPOBAHHOE H3JIOXKEHHE LeNed u
3ajad 3allWThl, KaK OJHO WJIM HECKOJBKO TpaBWJI, MPOUEAYpP, NPAKTUYECKHX TPUEMOB U
PYKOBOJSIIMX TNPUHIMIOB B 00jgacTd  HMHMOPMAIMOHHONW  OE30MacHOCTH, KOTOPHIMH
PYKOBOJICTBYETCSI aJMHHHUCTpAIUSl B CBOCH NEATEIHHOCTH, a TaK)X€ OCHOBHBIX TPHHIIAIIOB
MOCTPOCHMS, OPTaHMU3ALMOHHBIX, TEXHOJIOTMYECKHX W MPOIETypPHBIX AaCHEKTOB OOecredeHus
0€30MacHOCTH NMEPCOHATIbHBIX JTAHHBIX.



3akoHomaTeabHON ocHOBOM HacTosleil I[lonutuku asiastorca Koncrturyius Poccuiickoi
®Denepanun, ['paxknaHckuii, YToJoBHbIM M TpynoBou kojaekchl, denepanbHbli 3aKOH OT
27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX», 3aKOHBI, YKa3bl, [IOCTAHOBJICHUS, JIPyrue
HOpPMAaTHUBHBIE JIOKYMEHTBHI JEHCTBYIOIIEro 3akoHojaTenbcTBa Poccuiickoit ®enepanuu,
nokymeHTsl ®CTOK u ®Ch Poccun.

Hcnonb3oBanue nanHoi [1oauTHKM B Ka4eCTBE OCHOBBI JIJIsi OCTPOCHUSI KOMILJIEKCHOM
cUCTeMbl HH(POPMAIIMOHHOW OE30MACHOCTH MEPCOHAIBHBIX JaHHBIX aJIMHHHCTPAIMH MO3BOJIUT
ONTHMHU3UPOBATH 3aTPATHI HA €€ MMOCTPOECHUE.

[Tpu pazpabotke [ToUTHKH YIUTHIBAIHCH OCHOBHBIE TPUHIUITBI CO3JaHUS KOMIUIEKCHBIX
cucteM oOecrieueHHs 0€30macHOCTH  HMH(OpMaIuu, XapaKTEePUCTHKA U BO3MOXKHOCTH
OpPraHU3aIMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX alllapaTHO-IIPOrPAMMHBIX CPEICTB
3aIIUTHI U IPOTUBOCHCTBHUS yrpo3aM 0€30MacHOCTH HH(OPMAITUH.

OcHoBHuble non0KeHUs [omuTHKN 6a3UPYIOTCS HA KAYECTBEHHOM OCMBICIICHUHU BOIIPOCOB
0e30macHOCTH MHGOPMAIIMKM M HE 3aTParuBalOT BOIMPOCOB SKOHOMHYECKOTO (KOJUYECTBEHHOTO)
aHaJIM3a PUCKOB U 00OCHOBAHUS HEOOXOAMMBIX 3aTpaT Ha 3alUTy HH(OPMAIIUH.

1. OO0BLeKTHI 3aIUTHI

OCHOBHBIMH ~ OOBEKTAaMH  CHCTEMBI 0O€30IaCHOCTH  TEPCOHAIBHBIX JaHHBIX B
QIMUHHUCTPAIUH SIBIISIFOTCSI:

—  WHQOPMALMOHHBIE PECYpChl C OrPaHUYEHHBIM  JOCTYIIOM, COJEp Kallue
[IEPCOHAJIbHBIE JIaHHBIE;

—  mpouecckl 00pabOTKH TNEPCOHANBHBIX MJAaHHBIX B WHGOPMAIMOHHON cHUCTEeMe
NEPCOHANBHBIX JAHHBIX aJMUHHUCTpAWH, WH(GOPMALMOHHBIE TEXHOJOTHH, PETIaMEHTHl W
npoueaypsl coopa, 00paboTKH, XpaHEHUS U Nepeaayu HHPOpMAaIIH, TepcoHan pa3paboTYUKOB U
MOJIb30BATEJICH CUCTEMBI U €€ 00CTyKUBAIOLIUI TTEPCOHATT;

—  uHdopmannoHHas UH(GPACTPYKTYypa, BKIIOYAIOIIAs CUCTEMbl 00pabOTKH U aHAIHM3a
uH(pOpMalliK, TEXHUYECKUE U NPOrpaMMHBIE CpeAcTBa €€ O00pabdoTKH, TMepeiayd u
oToOpakeHHsl, B TOM 4HCJIE KaHaJIbl HHPOPMAIMOHHOTO OOMEHa M TEIEKOMMYHHKAIIHH,
CUCTEMBI M CPEJICTBA 3alIUTHl MHPOpPMAIHK, OOBEKThI U MOMEIICHUS, B KOTOPBIX PACIIONIOKECHBI
TEXHUUYECKHE CPECTBA 0OPAOOTKHU MEPCOHATBHBIX TaHHBIX.

I1l.  enu u 3aga4u obecrneyeHUusi 6€30MACHOCTH MEPCOHAIBHBIX JAHHBIX

3.1. lntepecsl 3aTparuBaeMbIX CyObEKTOB HHPOPMAITMOHHBIX OTHOIICHUH .

CyObexktamMu HMH(GOPMAIMOHHBIX ~ OTHOIICHWM mpu  oOecredeHuH Oe30MacHOCTH
MEPCOHANIbHBIX TAHHBIX aJIMUHUCTPALIUU SIBIISIIOTCS:

—  aJMHUHHUCTpalus, Kak COOCTBEHHUK MH(OPMALIMOHHBIX PECYPCOB;

—  COTPYIHUKHM aJMHUHUCTPALIMM, B COOTBETCTBUM C BO3JIO)KEHHBIMM Ha HHX
GyHKIUSIMU;

—  rpaxaane P®, oOpamatoniyecs: B aIMUHUCTPALIUIO;

[Tepeuncnennple cyOBbeKThl HMH(GOPMAIMOHHBIX OTHOIIEHUI 3aMHTEPECOBAHbI B
o0ecreueHnu:

—  CBOEBPEMEHHOI'0 JOCTyNa K HEOOXOJUMBIM MM MEPCOHAIbHBIM JIAaHHBIM (UX
JIOCTYITHOCTH);

—  JIOCTOBEPHOCTH (TIOJTHOTBI, TOYHOCTH, a/IEKBAaTHOCTH, IIEJIOCTHOCTH) MEPCOHATBHBIX
JIAaHHBIX;

—  KOH(UIEHIMAILHOCTH (COXPAHEHHUS B TalfHE) MEPCOHANBHBIX JTaHHBIX;

—  3allUThl OT HAaBA3BIBAHMS UM JIOXKHBIX (HEJOCTOBEPHBIX, MCKa)KEHHBIX)
MEePCOHAIBHBIX JaHHBIX;

—  pa3rpaHUY€HUs OTBETCTBEHHOCTH 3a HapylleHUs HX MNpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPABUIJI OOpAIICHHS C IEPCOHAIBHBIMU JIaHHBIMH,
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—  BO3MOXHOCTH  OCYLICCTBIICHHMS  HENPEPHIBHOIO KOHTPOJS U YIPABICHUA
nporeccaMmu 00pabOTKH U Mepeavyr MePCOHATBHBIX JaHHBIX;

—  3aIIUTHI NEPCOHATBHBIX JAHHBIX OT HE3aKOHHOT'O PAaCIpOCTPAHEHUSI.

3.2. llenwu 3aIUTEHL.

OCHOBHOU 1IeJIbIO, HA JIOCTHIKCHHUE KOTOPOM HAIPaBIICHBI BCE IOJIOKEHUS HACTOSIICH
[Tonutuky, sBiISETCS 3alIMTa CYOBEKTOB MH(POPMALMOHHBIX OTHOIICHUH aIMHHUCTPAIIUH OT
BO3MOXKHOTO HAHECEHHsS] MM MaTepHaIbHOTO, (PM3UYECKOr0, MOPAJIbHOTO WM MHOTO yIiepoa,
MOCPECTBOM CIIY4aifHOTO WMJIM TPEAHAMEPEHHOr0 BO3JCHCTBUS HA MEPCOHAIbHBIC JaHHBIC, MX
HOCHUTEIH, MPOIECCH 00paOOTKH U TIepeIayH.

VYkazaHHas IeNb JOCTUTAETCs MTOCPEACTBOM O0ECIICUEHHSI U IMOCTOSHHOTO MOIePKaHUS
CJICAYIONIMX CBOMCTB IEPCOHAIBHBIX JTAHHBIX:

—  JIOCTYMHOCTH  TEPCOHAJIBHBIX  JAaHHBIX JUIA  JICTQIbHBIX  II0JIb30BaTEleH
(ycToitunBoro (hyHKIIMOHUPOBAHUA MH(POPMALMOHHONW CHCTEMBl aJIMUHUCTPAIMH, TIPH KOTOPOM
MOJIb30BATEIM MMEIOT BO3MOXKHOCTH TIOJYYEHHUS HEOOXOJMMBIX IEPCOHATBHBIX JaHHBIX U
pe3yJIbTAaTOB PEIICHHs 3a/1a4 3a PUEMIIEMOE JJIsl HUX BpeMsi);

—  IICTIOCTHOCTH M AayTCHTUYHOCTH (NIOJATBEPXKICHHE aBTOPCTBA) MEPCOHAIBHBIX
JAHHBIX, XPaHUMBIX M 0OpabaThiBacMbIX B HH(GOPMAIIMOHHONH CHCTEME aIMUHHCTPALUU H
nepeaBaeMbIX 110 KaHajlaM CBSI3H;

—  KOH(DMICHIMAIBHOCTU - COXPAHEHUS B TallHE OINPEEIICHHON YacTh MEePCOHAIBHBIX
JIAHHBIX, XPAaHUMBIX, 00padaThIBAEMBIX U MEPEIaBACMbIX 110 KaHAIaM CBSI3H.

HeoOXxomuMelii  ypoOBeHb  JTOCTYITHOCTH, IIEJIOCTHOCTH ¥ KOH(UICHIMAIBHOCTH
NIEPCOHAIBHBIX JIAHHBIX O00ECIIEYMBACTCS COOTBETCTBYIOUIMMH MHOXECTBY 3HAYMMBIX YIpo3
METO/IaMH M CPEICTBAMH.

3.3. OcHOBHBIC 337]a4l CUCTEMBI 0OECIIeYeHUs1 0€30IIaCHOCTH IEPCOHAIBHBIX JIAHHBIX.

JUisi MOCTMKEHHsT OCHOBHOM IeNM 3aluThl M OOECledeHHsl yKa3aHHBIX CBOWCTB
NEPCOHANBHBIX  JIAHHBIX  CHUCTeMa  o0ecriedeHuss  WHGPOPMAIMOHHON  0e30macHOCTH
aJIMAHUCTpAIMU JOJDKHA oOecrieunBaTh 3()(HEKTUBHOE PEIICHUE CISAYIOMNX 3a/1a4:

—  CBOCBPEMCHHOC BBISBJIICHHE, OILICGHKA W MPOTHO3UPOBAHHE HMCTOYHHKOB YIPO3
UH(POPMALIMOHHON OE30MaCHOCTH, MPUYHMH M YCJIOBUH, CIIOCOOCTBYIOIIMX HAHECEHHIO yiepOa
3aMHTEPECOBAHHBIM CyOBEKTaM WH(GOPMAIMOHHBIX OTHOUICHWH, HApYIICHHIO HOPMAaJbHOTO
(GYHKLIMOHUPOBAaHUS UH()OPMAIIMOHHON CUCTEMBI aIMUHUCTPALINY,;

—  CO3JaHWE MEXaHW3Ma OIEPAaTUBHOTO pEarupoBaHUS Ha Yrpo3bl OE30MaCHOCTH
UH(POPMALIUK ¥ HETaTUBHBIC TCHICHIINY;

—  CO3JaHMe YCJIOBUM JJIsI MHUHUMH3AIMM M JIOKAJU3alMM HAHOCHUMOIo yIiepba
HETPAaBOMEPHBIMH JICHCTBHSIMA (PU3UUECKUX W IOPUIUYECKUX JIUI], OCIa0JIeHue HEeTaTHBHOTO
BJIMSIHUSA M IUKBUJALNS TIOCJIEICTBUNA HapylIeHUs 6e30MacHOCTH HH(pOpMAIINH;

—  3aUTy OT BMEMIATEeNIbCTBA B Mpolecc (QYHKIHMOHUPOBAHHS WH(POPMAIMOHHOM
CHCTEMBI aJIMHUHUCTPAIH ITOCTOPOHHUX JIUI (JOCTYN K WH(POPMAIMOHHBIM pECypcaM JIOJDKHBI
UMETb TOJIBKO 3apETUCTPUPOBAHHBIE B YCTAHOBICHHOM MOPSIJIKE MOJIb30BATEINN);

—  pasrpaHWYEHHE JIOCTyNa TOJh30BaTened K WH(GOPMAIMOHHBIM, aNlapaTHBIM,
IPOTPAaMMHBIM M WHBIM pecypcaM aJMUHUCTpAH (BO3MOXHOCTH JOCTYa TOJBKO K TeM
pecypcaM U BBINOJIHEHUS TOJBKO TEX ONEpalfil ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
MIOJIb30BATEISIM JUTSL BBITIOJTHEHUSI CBOMX CIYKEOHBIX OOS3aHHOCTEH), TO €CTh 3alluTy OT
HECaHKIIMOHUPOBAHHOTO J0CTYIIA;

—  obecrieueHue ayTeHTU(UKAINH M0JIb30BaTENEH, YYaCTBYIOIIHNX B
UHPOPMAIMOHHOM O0OMeHe (TIOATBEpXKICHHE TIOMJIMHHOCTH OTIIPABHTENS U IOJydaTems
uHpOpMaIUN);

—  3aUTy OT  HECAHKIMOHWPOBAHHOW  MOTU(HUKAIMHA  HUCIONB3YEMBIX B
UH(POPMAIIMOHHON CHCTEME aJIMHUHUCTPAIIMHA POTPAMMHBIX CPEJICTB, a TAKXKE 3aAIIUTY CHCTEMBI
OT BHE/IPEHUS HECAHKIIMOHMPOBAHHBIX MTPOrPaMM, BKIIFOUYast KOMIIbIOTEPHBIE BUPYCHI;



—  3amuTy WHGOpPMAIMKU OTPAHUYECHHOTO IOJIb30BAHHS OT YTEUKH MO TEXHHUYECKUM
KaHaJIaM MpHU ee 00paboTKe, XpaHEHUH U Tepeiade Mo KaHaJIaM CBSI3H.

3.4. OCHOBHBIC ITyTH PEIICHUS 33]1a4 CUCTEMBI 3aIUTHI.

[locTaBneHHbIE OCHOBHBIE LI€JIM 3aIIUThl U PELICHUE IEPEUYUCICHHBIX BBILIE 3aJ]1a4
JIOCTUTAIOTCS:

—  CTPOTHM Y4Y€TOM BCEX IMOJIeKAIIUX 3alUTEe PeCypcoB MH(DOPMALIMOHHON CHCTEMBbI
aaMuHucTpanuu  (uHdopmauuu, 3agad,  JOKYMEHTOB, KaHAllOB  CBSI3U,  CEPBEPOB,
ABTOMATH3UPOBAHHBIX pabOYHUX MECT);

—  OKypHQJIMPOBAaHHMEM JCHCTBHI MEpcOHaNa, OCYIIECTBISIOUIETO OOCTYKUBaHHE U
MO (PUKAINIO MPOTPAMMHBIX M TEXHHUYECKUX CPEACTB UH(POPMAILIMOHHOM CUCTEMBI;

—  TIOJHOTOH, peaJbHOW BBIMOJHUMOCTBIO M HEMPOTHBOPEYMBOCTHIO TpPEOOBAHHIA
OpraHU3alMOHHO-PACHIOPSAAUTENBHBIX JOKYMEHTOB aIMUHUCTPALUU IO BOIIpOCaM OOecreueHus
06e30macHOCTH HHGOPMAIIIH;

—  IOATOTOBKOM  JIOJDKHOCTHBIX  JIMLL  (COTPYAHHMKOB),  OTBETCTBEHHBIX  3a
QJMUHUCTPAIMIO W  OCYLIECTBICHHE NPAKTUYECKUX MEPONPHUATHH 1O  00ecredeHuro
0€30MacHOCTH MEePCOHAIBHBIX TAHHBIX U MPOLIECCOB UX 00pabOTKY;

—  HaJEJICHHEM KaXXJO0ro COTPYIHHUKA (IO0Jh30BATENIs) MUHUMAJIHLHO HEOOXOIMMBIMU
JUIS BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX OOSI3aHHOCTEW IMOJHOMOYHMSMH IO JOCTYIY K
WH(OPMALIMOHHBIM pecypcaM aAMHUHUCTPAIUH;

—  UYeTKMM 3HAaHWEM H CTPOTUM  COOJNIOJIGHUEM BCEMH  IOJIb30BATEIISIMH
MH(OPMALIMOHHON CUCTEMBI aIMUHUCTPALIUU TPEOOBAHUN OpraHU3aMOHHO-PACTOPSIUTENbHBIX
JOKYMEHTOB TI0 BOIIpocaM obecrieueHus 0€301macHOCTH HH(OpMaIH;

—  IEpCOHAJbHON OTBETCTBEHHOCTBHIO 3a CBOM JEUCTBUS KaXKJIOTO COTPYAHHKA, B
pamMKax CBOMX (DYHKIIMOHATBHBIX OO0S3aHHOCTEH HMMEIOMIET0 JOCTYN K HWH(OPMAalMOHHBIM
pecypcam aIMUHUCTPALIUH;

—  HeMNpepbIBHBIM MOJAJEpKaHUEM HEOOXOAMMOIO YPOBHS 3alIUIIEHHOCTH SJIEMEHTOB
MH(OPMALIMOHHOMN CpeJbl aAMUHHUCTPAINH;

—  TpUMEHEHHEeM (HU3MUYECKHMX M TeXHUYECKHX (TPOrpaMMHO-alIapaTHBIX) CPEICTB
3aIUTBl  PECYPCOB CHCTEMBI M  HENPEPBIBHOM  aJIMMHMCTPATUBHOW IOAJNEPKKOM HX
MCIIOJIb30BaHUS;

—  2(¢(deKTUBHBIM KOHTPOJIEM HaJ COOIOJIEHUEM TOJIb30BaTEIIMU HHPOPMAITMOHHBIX
pecypcoB aMUHHUCTpAIIUU TPEOOBaHMI MO 0OecTieueHnI0 6€30MacCHOCTH HHPOPMAIINH;

—  IOpUAMYECKOM 3alllUTOM HWHTEPECOB aJMUHHUCTPAlMU IIPU B3aUMOJECHCTBUM C
BHEIIIHUMH OpraHu3alsMM  (CBS3aHHOM C OOMEHOM IEPCOHAJIbHBIMH JAHHBIMH) OT
IIPOTUBOINPABHBIX  JEHCTBUM, Kak CO CTOPOHBl JTHMX OpraHu3alMil, Tak MW  OT
HECAHKIIMOHUPOBAHHBIX JIEHCTBUI 0OCITYyKUBAIOIIETO IEPCOHANA U TPETHUX JIUII.

IV. OcHoBHBIE NPMHIMIIBI IOCTPOEHHUS CHCTEMbI 0€30MaCHOCTH NMEePCOHAIbHBIX IaHHBIX

4.1. TloctpoeHue cucreMbl, oOecredeHHs O€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
aJIMUHUCTpAllMM, U €€ (QYHKUMOHHPOBAHUE JIOJKHBI OCYLIECTBISATHCS B COOTBETCTBHUHU CO
CJICAYIOIIMMHU OCHOBHBIMH ITPHHIIUTIAMH:

— 3aKOHHOCTB;

— CHUCTEMHOCTb;

— KOMIUIEKCHOCTb;

— HETPEPBIBHOCTE;

— CBOEBPEMEHHOCTb;

— TIPEeMCTBEHHOCTh M HETMPEPHIBHOCTH COBEPIICHCTBOBAHUS;

— pa3yMHas JOCTaTOYHOCTh (IKOHOMHYECKAs I1eIeCO00pa3HOCTD);

— TepcoHalibHas OTBETCTBEHHOCTD;

— MMHHMU3AIMS T0OJIHOMOYHUH;

— HCKIIIOYEHHE KOH(IUKTA HHTEPECOB;



— B3aMMOJEHCTBHE U COTPYIHUYECTBO;

— TUOKOCTh CUCTEMBI 3alllUTHI;

—  OTKpPBITOCTh AJITOPUTMOB U MEXAaHU3MOB 3aIlUTHI;

— IPOCTOTA MPUMEHEHUS CPE/ICTB 3aAIIUTHL;

— 000CHOBaHHOCTb M TEXHUYECKAs PeaIn3yeMOCTb;

—  creuuanu3anys U npopecCuoHanusM;

— 0053aTeIbHOCTh KOHTPOJISL.

4.2. 3aKOHHOCTb.

[Ipennonaraer OCYIIECTBIEHUE 3AIIUTHBIX MEPONPUATUH M pa3pabOTKy CHCTEMbI
0€30MaCHOCTH MEPCOHANbHBIX JaHHBIX AJMUHUCTPALlMd B COOTBETCTBUU C JEHCTBYIOILUM
3aKOHOJATEIbCTBOM B O0JACTH 3alUUThl MEPCOHAIBHBIX JAaHHBIX, a TakXke JApYrux
3aKOHOJIATENBbHBIX aKTOB 1Mo Oe3zomacHoctn uHpopmanmu P®D, ¢ mnpumMeHeHHeM Bcex
JIO3BOJIEHHBIX METOZIOB OOHapyXXEHUs M TIpecedeHus IpaBOHApylleHudl npu pabdore ¢
NEPCOHATBHBIMH TaHHBIMH. [IpHHATEIE Mepbl 6€301aCHOCTH MEPCOHATBHBIX TAHHBIX HE JOJDKHBI
OpPENsATCTBOBAaTh  JOCTYIY  IPAaBOOXPAHMUTEIbHBIX  OpPraHoB B IPEIYyCMOTPEHHBIX
3aKOHOJATEIBLCTBOM CIyYasX.

Bce mnonp3oBaTenu MHPOPMALMOHHOM CHCTEMBbl aJMUHHUCTpPALlUU JIOJDKHBI HUMETh
npezcTaBieHne 00 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHHUS B 00JacTH 00pabOTKM MepCOHAIBHBIX
JTAHHBIX.

4.3. CUCTEMHOCTb.

CucTteMHBIH MOAXOJ K IMOCTPOEHUIO CUCTEMBI 3allUThl HH(GOPMALUK B aJMUHUCTpALUU
IpearoyiaraeéT ydeT BCEX B3aUMOCBS3AHHBIX, B3aUMOJICHCTBYIOIIUX M H3MEHSIOLIUXCS BO
BPEMEHU 3JIEMEHTOB, YCJIOBHH U (DaKTOPOB, 3HAUMMBIX JJI1 IOHUMAaHUS U PELICHUs IPOoOIeMbl
oOecrnieueHns 6€30IaCHOCTH MEPCOHAIBHBIX JAHHBIX.

IIpu co3gaHuMm cUCTEMBbI 3allUThl JOJDKHBI YYMTBHIBaTbCA Bce cialdble M Hambosee
ysI3BUMBbIE MecTa UH()OPMAIIMOHHON CHCTEMbl aJIMUHUCTPAIMU, a TAaKXKe XapakTep, BO3MOXKHbIE
OOBEKTHI W HANpaBJICHWs aTaKk Ha HEe CO CTOPOHBI Hapymurtened (0COOEHHO
BBICOKOKBAJIN(PUITUPOBAHHBIX 3710yMBIIUIEHHUKOB).

Cucrema 3aluThl JOJKHA CTPOUTBHCSA C YUETOM HE TOJIBKO BCEX HM3BECTHBIX KaHAJIOB
INPOHUKHOBEHUS] M HECAaHKIMOHUPOBAHHOTO JIOCTyNa K MH(QOpMAIMM, HO MU C Yy4YETOM
BO3MO>KHOCTH TOSIBJIEHUS IPUHIMIINAIBHO HOBBIX MTyTEH peanu3alnu yrpo3 6€30MacHOCTH.

4.4. KOMIJIEKCHOCTb.

KomiiekcHoe HMCHOIb30BaHUE METOJIOB M CPEJCTB 3alUThl KOMIBIOTEPHBIX CHCTEM
IIPEIIoJIaracT COrIaCOBAaHHOE IIPUMEHEHUE Pa3HOPOAHBIX CPEICTB IPH MMOCTPOCHUHU LIETIOCTHON
CUCTEMBI 3alllUThl, IEPEKPHIBAIOIEH BCE CYIIECTBEHHbIE (3HAUMMBbIE) KaHAJIbl pealu3allui yrpo3
U He cojepkaiied cinabbIX MeCT Ha CThIKaX OTJENbHBIX €€ KOMIIOHEHTOB. 3alluTa JO0JKHA
CTPOUTHCS DIIEJIOHUPOBAHO. BHemHss 3ammTa J0KHA obecreduBaThesl (U3MUYECKUMU
CpeACTBaMH, OPraHU3allMOHHBIMH U TIPABOBBIMH MEPAMHU.

4.5. HenpepbIBHOCTH 3aIIIUTHI.

ObecnieueHre 0€30MAaCHOCTH TEPCOHANBHBIX JaHHBIX - MPOLECC, OCYLIECTBISEMbIH
COTPYIHUKAMU aIMUHUCTPAILIMU, OTBETCTBEHHBIMH 32 OpPraHMU3alMI0 00pabOTKU MEePCOHATBHBIX
JAHHBIX M COTPYAHMKAMU BCE€X YPOBHEH. DTO HE TOJBKO M HE CTOJBKO TMpoLeaypa WIN
MOJINTUKA, KOTOpas OCYLIECTBIISIETCS B ONPEJECIECHHBIN OTPE30K BPEMEHM WM COBOKYIHOCTh
CPEJCTB 3alllUThl, CKOJBKO IPOLECC, KOTOPBIM JOJKEH IOCTOSHHO HATH HAa BCEX YPOBHAX
BHYTPH aJIMUHUCTPAIIMA ¥ KaXIbI COTPYIHUK aJIMUHUCTPAIMU JOJKCH MPUHUMATh YJacTHE B
3TOM Tporecce. JlesTenbHOCTh Mo oOecreueHn0 MHPOPMALMOHHON 0e30MacHOCTH SBISETCS
COCTaBHOM YacThbl0 TOBCEIHEBHOW JeATENbHOCTH aaMuHHCcTpanuu. W ee sddexTuBHOCTDH
3aBUCUT OT Y4YacTHsl PYKOBOJCTBA aJMHHHUCTpAalluM B oOecreueHMH HWHPOPMALMOHHOM
0€30MacHOCTH NMEPCOHAIBHBIX JTAHHBIX.

Kpome TOro, OONBIIMHCTBY (HU3UUECKUX M TEXHUYECKMX CPEACTB 3allUThl IS
3¢ (}EeKTUBHOTO BBHIMOJHEHHUS] CBOMX (YHKIMM HeoOXoJWMa IOCTOSHHAs OpraHM3al[MOHHAas
(aIMHMHHCTpAaTHBHAs) MOJJIEP)KKAa (CBOEBpeMEHHass cMeHa M oOecreueHHe MPaBUILHOTO



XpaHEeHUs! U MPUMEHEHUs] UMEH, TapoJiel, nmepeonpeieieHue NoJHOMOoUn U T.1.). [lepephiBbl B
paboTe cpeACTB 3aIlMTHl MOTYT OBITH HCIIOJIB30BAHBI 3JOYMBIIUIEHHUKAMH JUIsl aHalu3a
MPUMEHSIEMBIX METOJIOB U CPEACTB 3alIUTHI, JUISI BHEIPECHHUS CHEIHAIBHBIX MPOTPAMMHBIX U
alnmapaTHeIX "3aKIa70K" U APYTUX CPEACTB MPEOAOJICHUS 3aIUThI.

4.6. CBOCBPEMEHHOCTb.

[Ipenmonaraer  ympexpalmuidi  Xapakrep Mep  oOecriedyeHuss  0O€30MaCHOCTH
NEPCOHAIBbHBIX JaHHBIX, TO €CTh IIOCTAHOBKY 3aJau IO KOMIUIEKCHOW 3alllUTe MEPCOHAIbHBIX
JaHHBIX U pealiu3aluio Mep obecrieyeHus: 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX Ha PaHHHUX
CTausX pa3pabOTKu HMH()OPMAIIMOHHBIX CUCTEM B IIEJIOM U MX CHCTEM 3aIUTHI, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHl JOJDKHA BECTHCH MapaliebHO € pa3paboTKoi U
pa3BUTHEM CaMOM 3aIuIIaeMoi HH(HOPMAIIMOHHON CUCTEMBI. JTO MO3BOJIHUT Y4€CTh TPeOOBAHUS
0e30MacHOCTH MpU MPOEKTUPOBAHUM ApPXUTEKTYpbl M, B KOHEYHOM cueTe, co3laTh OoJee
s dekTuBHBIE (KaK IO 3aTpaTaM PECypcoB, TaK U MO CTOHKOCTH) CHCTEMBI, 00JaJarolue
JIOCTaTOYHBIM YPOBHEM 3alIUIIIEHHOCTH.

4.7. IlpeeMCTBEHHOCTb U COBEPIIECHCTBOBAHUE.

[Ipenmonaraer NOCTOSSTHHOE COBEPIIEHCTBOBAHNE MEP U CPEICTB 3aIUThHI EPCOHAIBHBIX
JTAaHHBIX Ha OCHOBE IPEEMCTBEHHOCTH OPraHMU3AlMOHHBIX U TEXHUYECKUX PELIEHUH, KaJpoBOro
cocTaBa, aHanu3a GYHKIHMOHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBbI aJIMUHUCTPALIUUA U CUCTEMBI
€e 3alIuUThl C Y4YeTOM U3MEHEHWH B MeETOJax M CpEeACTBaxX IepexBaTa HH(OpMAINH,
HOPMAaTUBHBIX TpeOOBAaHUH MO 3alIUTE, TOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0eHOro OIbITa B
3TON 00JaCTH.

4.8. PazymHas 10CTaTOYHOCTH (IKOHOMUYECKAS 11€J1eCO00Pa3HOCTB ).

[Ipenmonaraer cOOTBETCTBHE YpPOBHS 3aTparT Ha obOecrneueHue O€30MacHOCTU
MEPCOHAIBHBIX JAHHBIX IIEHHOCTH HH(OPMAIIMOHHBIX PECYPCOB M BEIUYMHE BO3MOXKHOTO
yiepba OT UX pas3rialleHus, yTpaTbl, YTEUKHU, YHUUTOKEHUS U UCKaxeHus. Vcnonbzyembie
Mepbl M cpeAcTBa obecriedeHus 0Oe30MmacHOCTH WH(GOPMAIMOHHBIX PECYpPCOB HE JIOJKHBI
3aMETHO yXYJIIaTh 3PTOHOMHYECKHE II0Ka3aTeld pPadOThl KOMIIOHEHTOB HH()OpMAIMOHHON
CUCTeMbl aJMHUHHCTpanuu. M3naumHue Mepsl 0€30MacHOCTH, TMOMHUMO 3KOHOMHUYECKOU
Hed(pPEeKTUBHOCTH, MPUBOJAT K YTOMIICHHUIO M Pa3IpakeHHUIO TIEPCOHAIA.

Coznath aOCONMIOTHO HEMPEOJOIMMYIO CUCTEMY 3aIIUTHI MPUHIUINAATIHLHO HEBO3MOXKHO.
[Toxa mepcoHanbHBbIE JaHHBIE HaXOAATCS B OOpallleHUH, NPUHUMAEMble MEpPbl MOTYT TOJBKO
CHU3UTH BEPOSTHOCTh HETATUBHBIX BO3ACUCTBUN WIIM YIIEpO OT HUX, HO HE HCKIIOYUTH UX
NOJIHOCTHIO. [IpH 1OCTaTOYHOM KOJMYECTBE BPEMEHU M CPEJCTB BO3ZMOXKHO MPEOI0JIETH JIIOOYIO
3amuTy. [loaTOMy uMeeT CMBICT paccMaTpuBaTh HEKOTOPBIM TpHUEeMJIEMBIH  YPOBEHBb
oOecnieueHus OezonacHocTU. BoicokoaddexTuBHAs cucTema 3aluThl CTOUT JOPOT0, UCIIONb3YET
npu padoTe CYIIECTBEHHYIO YacTh PECYPCOB M MOXKET CO3[aBaTh OIYTHMBbIE JOMOJHUTEIbHbIC
Heyno0CcTBa Mosb30BaTensiM. BakHO mpaBUIIbHO BBIOpaTh TOT JOCTATOYHBIM ypOBEHb 3alUTHI,
IpU KOTOPOM 3aTpathl, PUCK U pa3Mep BO3ZMOXKHOTO yiiepoa ObliIi Obl IpUEMIIEMBIMHU.

4.9. IlepcoHanbHast OTBETCTBEHHOCTD.

[Ipennonaraer BO3JIOKEHHME OTBETCTBEHHOCTH 3a oOecrneyeHHe 0e30MacHOCTH
NEPCOHAIBHBIX JIAHHBIX U CUCTEMBI UX OOpaOOTKM Ha Ka)XJO0ro COTPYJIHUKA B MpEIeNax ero
NOJHOMOYHMH. B COOTBETCTBMM C 3THM MNPHHLUIIOM pacHpeiesieHHe NpaB U OO0s3aHHOCTEH
COTPYJIHUKOB CTPOUTCS TAaKUM 00pazoM, 4TOOBI B cyyae JII000ro HapyleHus! Kpyr BUHOBHUKOB
OBLT YETKO MU3BECTEH WIIM CBEJICH K MUHUMYMY.

4.10. MuHNMM3AIHA TOJTHOMOYHH.

O3Hayaer TpeNOCTaBIEHHWE TMOJH30BATENSIM MHHUMAIbHBIX TpaB JOCTyNa B
COOTBETCTBUU CO CIIYKeOHON HE0O0XO0AMMOCTHIO. J[OCTYN K MepCOHANIbHBIM JAHHBIM JIOJKEH
IPEJOCTABIATECS TOJIBKO B TOM CiIydae MU O0beMe, €Clid 3TO HEOOXOIUMO COTPYIHUKY IS
BBITIOJTHEHUSI €T0 TOJKHOCTHBIX 00S3aHHOCTEH.

4.11. VckmovyeHne KOH(INKTa HHTepecoB (pa3eneHue QyHKIHN).

DddexTuBHas cucrema obecnedeHus WHOOPMAIMOHHOW O€30MaCHOCTH MPEAToiaracT
YeTKOe pa3/ielieHne O0s3aHHOCTeH COTPYIHUKOB M MCKIIOYEHHE CHUTyallui, Koraa cdepa



OTBETCTBEHHOCTH COTPYJHHKOB JOIycKaeT KOH(MIMKT uHTepecoB. Cdepbl MOTEHIHATbHBIX
KOH(IMKTOB JIOJDKHBI BBISIBJIATBCS, MHHMMHU3MPOBATBCS, M HAXOOUTCA TMOJA CTPOIMM
HE3aBUCHMBIM KOHTpoJieM. Peanuzanusi NaHHOTO MNPHHLMIA Mpeanojaraer, 4To He OJWH
COTPYAHUK HE JOJDKEH MMETh IOJIHOMOYMM, MO3BOJIIOIIMX €My €AMHOJIMYHO OCYILECTBIISAThH
BBIIOJIHEHUE  KPUTHYHBIX  omepanuii.  Hanenenume — COTpYAHHUKOB — TOJTHOMOYHSIMH,
HOPOXKAAOUIMMH KOH(QIIMKT HHTEPECOB, AT €My BO3MOXHOCTb [1OATACOBBIBATH HHPOPMALIUIO B
KOPBICTHBIX LENAX WIA C TEM, YTOObI CKPBITh MPOOJIEMBI WM TOHECEHHBIE YOBITKH. Jlis
CHIDKEHMsSI pHCKA MaHMITyJUPOBAHMs NEPCOHAIbHBIMM JAHHBIMU M PHUCKAa XUIIECHUS, Takue
MOJTHOMOYHS JIOJDKHBI B MAaKCHMaJbHO BO3MOXKHOH CTENEHH OBITh pPAa3/eleHbl MEXIY
Pa3IMYHBIMKU COTPYAHUKAMHU WJIU MOJpa3AeiIeHUsAMU aaMuHucTpauuu. Heo6xoauMo nmpoBouTh
NEpUOIMYECKAE TPOBEPKM  O00s3aHHOCTEH, (YHKIMA W JIEATETbHOCTH  COTPYIHHKOB,
BBINOJIHAIOUIMX KIIFOYEBbIE (DYHKIMM, C TE€M, YTOObI OHM HE HMMEJIM BO3MOXHOCTH CKpPbIBAaTh
COBEpILICHHE HempaBOMEpHbIX JeiicTBuil. Kpome Toro, Heo0XoauMo MpUHUMATH CIIEUATBLHBIC
MEpBI 110 HEAOIYUICHUIO CTOBOPAa MEXY COTPYIHUKAMH.

4.12. B3auMoeicTBIE U COTPYTHUIECTBO.

IIpennonaraer co3nanue GaronpuUaTHOW aTMOC(ephl B KOJUIEKTUBE aAMUHUCTpanuu. B
TaKOW OOCTaHOBKE COTPYJHHKH JOJDKHBI OCO3HAHHO COOJIOAATH YCTAHOBJICHHBIC TNpaBHJIA U
OKa3bIBaTh COACUCTBUE NEATEILHOCTH OTBETCTBEHHOI'O 32 00pabOTKy NEPCOHAIBHBIX JAHHBIX.

BaxuapiM  snemeHTOM 3 QEKTUBHOW  CHUCTeMbI — oOecreyeHHs  0€30HacHOCTH
INEpCOHANBHBIX JAaHHBIX B aJMUHMCTPALMU SBJISIETCS BBICOKas KyJlbTypa paboThl C
uHpopmanueii. COTpyIHUKHA aAMUHUCTPAIIMHA HECYT OTBETCTBEHHOCTH 3a CTPOTO€ COOJIIOJICHHE
STHUYECKUX HOPM U CTaHAApTOB HPOPECCHOHATBHOM JESITEIbHOCTH, MOJYEPKUBAIOIIECH U
JEMOHCTPHUPYIOIIEH MEpCOHATy Ha BCEX YPOBHSX BAXXHOCTh oOecreueHus WHPOPMALHUOHHOM
0€30I1aCHOCTH aJIMUHUCTpalMU. Bce COTpyAHMKM aAMMHUCTPALMM JOJDKHBI MOHUMATh CBOIO
poib B mporiecce obecniedueHus: HHGHOPMAIIMOHHON 0€30MMacHOCTH U MPUHUMATh Y9acTHE B 3TOM
nporiecce. HecmoTps Ha TO, 4YTO BBICOKas KyinbTypa obecnedeHuss HHGOpMaIMOHHON
0€30IIaCHOCTH HE TapaHTHPYeT aBTOMATHYECKOTO TOCTH)KCHUS IIEJIei, €€ OTCYTCTBHE CO3HaeT
Oosbllle BO3MOXKHOCTEH MJIsi HapylleHHs Oe30MacHOCTH WM He OOHapyXeHus (akToB ee
HapyIICHHUS.

4.13. 'uOKOCTh CUCTEMBI 3aIIUTEI.

Cucrema oOecriedeHus: WHOOPMAIMOHHOW O€30MACHOCTH JOJKHA OBITH CIIOCOOHA
pearupoBaTh Ha W3MEHEHHs BHEUIHEH Cpeibl U YCJIOBUH OCYLIECTBICHHUS AJIMHHHUCTpaLUeH
CBOEH JIeATEeNbHOCTH. B 4ncio Taknx u3MeHeHUH BXOJIAT:

—  U3MEHEHHUs OPTaHU3AIMOHHON M IITATHOW CTPYKTYPhl aIMHUHUCTPALIUHY,

—  WU3MEHEHUE  CYIIECTBYIOIIMX WIM  BHEJAPEHHE  MPUHLUUIHAIBHO  HOBBIX
WH(POPMAIIMOHHBIX CHCTEM;

—  HOBBIE TEXHHYECKHE CPE/ICTBA.

CBoiicTBO rMOKOCTH cUCTEMbI o0ecriedeHnss MH(POpMaIIMOHHON 0€301MacHOCTH U30aBIsieT
B TaKUX CUTYaIlMsIX OT HEOOXOAMMOCTH TPUHATHS KapJWHAIBHBIX MEp IO TOJHOH 3aMeHe
CPEZCTB U METOJIOB 3alllUThl HA HOBBIE, YTO CHUXKAET €€ OOIIYI0 CTOMMOCTb.

4.14. OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AILUTHI.

CyTb NpUHIMIIA OTKPHITOCTH aJTOPUTMOB M MEXaHHU3MOB 3AIIUTHl COCTOMT B TOM, UYTO
3alIUTa HE JIOJDKHA 00eCTIeYMBATHCS TOJBKO 33 CUET CEKPETHOCTH CTPYKTYPHOU OpraHHU3alliH U
ITOPUTMOB (PYHKIIMOHMPOBAHUS €€ TOJICUCTEM. 3HAHHE aJTOPUTMOB pabOThI CHCTEMbI 3alIUThHI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ TIPEOIONIeHHs (J1axke aBTopam). DTO, OJTHAKO, HE O3HAYAET,
yro wuH(popMaus 00 HCIOIB3YeMbIX CHCTEMaxX M MEXaHW3MaxX 3allUThl JIOJDKHA OBITh
001Ie10CTYITHA.

4.15. TIpocToTa MPUMEHEHUS CPE/ICTB 3AIIUTHI.

MexaHU3MBl W METOJBI 3aIIUTHl JOJDKHBI OBITh MHTYWTHUBHO TIOHSTHBI M TIPOCTHI B
UCTONIb30BaHUU. [IpuMeHeHHne CpencTB M METOA0B 3alllUThl HE JOJDKHO OBITH CBSI3aHO CO
3HAaHWEM CIICIHANBHBIX S3BIKOB WJIM C BBHIMIOJIHEHUEM JCHUCTBUH, TPEOYIONIMX 3HAYUTEIHHBIX
JIOTIOJTHUTEIIBbHBIX TPYA03aTpaT Mpu OOBIYHOM paboTe 3aperucTpupOBaHHBIX IMOJb30BATENEH, a



TaKXKe HE JOJDKHO TpeOOBaTh OT MOJB30BATENS BBIMOJHEHHS PYTUHHBIX MAJIOTIOHSATHBIX €My
onepanui.

4.16. OG0CHOBAaHHOCTb U TEXHUYECKAs PEaTU3yeMOCTb.

WNHpopmallMOHHbIE TEXHOJIOIMH, TEXHUYECKHUE M IPOrpaMMHBIE CPEJICTBA, CPEACTBA U
Mephl 3alIUThl IEPCOHANBHBIX JAaHHBIX JOJDKHBI OBITH pealn30BaHbl HA COBPEMEHHOM YPOBHE
pa3sBUTHUSL HAYKU U TEXHHUKH, OOOCHOBAHBI C TOYKHM 3pPEHMs JOCTHIXKEHHS 3aJJaHHOI'O YPOBHS
Oe3omacHOCTH HMH(OpPMAIMK M SKOHOMHUYECKOW MeNeco0Opa3HOCTH, a TakkKe JIOJDKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM M TpeOOBaHMUAM IO O€30MaCHOCTH NEPCOHAIbHBIX
JTAHHBIX.

4.17. Crenpanu3anusi ¥ mpoheCcCHOHATN3M.

[Ipennonaraer mnpuBiedeHHE K pPa3pabOTKE CPEACTB M peaM3aldd Mep 3alluThl
[EPCOHANBHBIX JIaHHBIX CIELHMAIM3UPOBAHHBIX OpraHu3aluii, Hauboiee MOATOTOBIEHHBIX K
KOHKPETHOMY BHUJAY JCATEIBHOCTH TI0 00eCHeueHHIo 0e30MmacHOCTH HH(POPMAIMOHHBIX
pecypcoB, MMEIOIIUX OIBIT MPAKTUYECKOH PadOThl U TOCYAAPCTBEHHYIO JIMLEH3UIO Ha IMPaBo
OKa3aHHUs yCIIyT B 3TOM obnactu. Peanusamus aiMUHUCTPATUBHBIX MEP U IKCILIyaTalUsl CPEACTB
3alIUThl JIOJDKHA OCYILECTBIATHCS NPO(ECCHOHANBHO IOATOTOBIEHHBIMH  CIIELUATUCTaMHU
aJIMUHHCTpAIMU (OTBETCTBEHHBIX 3a OPTaHU3AIMIO IEPCOHATIBHBIX JIaHHBIX ).

4.18. O6s13aTeILHOCTH KOHTPOJIS.

[Ipenmnonaraer 00s3aTeNFHOCTS U CBOEBPEMEHHOCTh BBISBICHUS U MTPECEUYCHUS MOMBITOK
HapyLIeHHUs] YCTAaHOBJIEHHBIX MpaBWil, obecriedeHus: 0€30MaCHOCTH MEePCOHANBHBIX JaHHBIX, Ha
OCHOBE HCIIOJIb3YEMbIX CHCTEM M CpPEICTB 3allIUThl NEPCOHAIbHBIX JAHHBIX, IPU
COBEPILEHCTBOBAHUH KPUTEPUEB U METOOB OLIEHKU 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTponb 3a AeATeNnbHOCTBIO JIIOOOTO MOJB30BATENs, KAKIOrO CPEACTBA 3allUTHl U B
OTHOILEHUM JII0OOOr0o OOBEKTa 3allUThl JOJDKEH OCYIIECTBIATHCS HAa OCHOBE INPUMEHEHUS
CPEICTB  ONEPAaTUBHOTO KOHTPOJSI M  pPErUCTpalud W JOJDKEH  OXBaTblBaTh  Kak
HECAHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE AEUCTBUS M10JIb30BaTENEH.

Kpome Ttoro, sddexruBHas cucrtema obecrneueHuss WH(POPMAIMOHHON O€301MacHOCTH
TpeOyeT Haluuus aJeKBaTHOM M BceoObemutolled HMHGOpMAIMM O TEKYIIEM COCTOSIHUU
IPOIIECCOB, CBA3AHHBIX C ABMKEHHEM MH(OpPMAIMK U CBEACHUN O COOIOACHUHN YCTAaHOBICHHBIX
HOPMAaTUBHBIX TPeOOBaHUH, a TAaK)Ke NOMOJHUTEIbHON MH(pOpMAlUU, UMEIOIEH OTHOIIEHHE K
OpUHATHIO pemieHuil. MHpopmanus gomkHa ObITh HaJIeKHOW, CBOEBPEMEHHOM, JOCTYIHON M
HpPaBUIbHO 0(OPMIIEHHOH.

Henocratku cucrembl obecrnieueHuss MHPOPMAIMOHHON O€30IacHOCTH, BbISBJICHHbBIE
COTPYAHUKAMHU aIMUHHCTPALUHU JIOJKHBI HEMEJIJICHHO JIOBOJUTHLCS IO CBEIEHUSI PYKOBOJIUTENS
aJMMHHMCTPAIIMKM U ONEPaTHUBHO YCTPaHAThCA. BOMpockl, KOTOpbIE KaKyTCs HE3HAUUTEIbHBIMU,
KOTJ1a OT/IEIbHBIE MPOLIECCHl PACCMATPUBAIOTCS M30JUPOBAHHO, IPH PACCMOTPEHUH MX Hapsdy €
JpYTMMH acleKTaMH MOTYT yKa3aTh Ha OTpHUIATENIbHblE TEHACHLUHU, IPO3AIUe MepepacTH B
KpYITHbIE HEJOCTATKH, €CJIM OHU He OYAYyT CBOEBPEMEHHO YCTPAHEHHBI.

V. Mepbl, MeTOABI U cpeIcTBA o0ecnevyeHns TPedyeMoro ypoBHs 3aIlUThI
HH(POPMANIMOHHBIX PeCypcoB

5.1. Meps! oOecrieueHust HH(OPMAIIMOHHOMN 0€30MacHOCTH.

Bce mepbl oOecnieuenust 6e30mMacHOCTH MHGOPMAIMOHHON CHUCTEMBl aJAMHHHMCTPAIUH
MOJPA3IENAI0TCS Ha:
- NPaBOBBIE (3aKOHOIATEIFHBIE);
- MOpPaJIbHO-ITHYECKHE,
- TEXHOJIOTUIECKHE;
- OpraHu3alMOHHbIE (aIMUHUCTPATHUBHBIE);
- ¢dusnueckue;
- TEXHUYECKHE (anmnapaTypHbIe U IPOTPaMMHBIE).

5.1.1.TlpaBoBbIe (3aKOHOAATETBHBIC) MEPHI 3AIIUTHI.



K mpaBoBbIM MepaM 3alIUTBI OTHOCSTCS ACHCTBYIONIME B CTPAaHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE AKTHI, PETIAMEHTUPYIOLIUE NpaBuiia OOpalleHus C MepPCOHATbHBIMU JaHHBIMHU,
3aKpeIUIAIONINe MpaBa U 00S3aHHOCTH YYaCTHUKOB MH(OPMAIMOHHBIX OTHOIIEHUH B mpolecce
X 00pabOTKH U HCIIOJIb30BAHMS, a TAKXKE yCTAaHABJIMBAIOIINE OTBETCTBEHHOCTh 32 HAPYIICHUS
3TUX npaBui. [IpaBoBbIe MEPHI 3aLIUTHI HOCAT B OCHOBHOM YIPEXIAIOMINN, TPOPUIAKTHIESCKUN
XapakTep U TpeOyIOT TMOCTOSHHOM pa3bSICHUTENbHOW paboOThl C TMOJb30BATENSIMU U
00CITYKUBAIOIINM ITIEPCOHATIOM HH(POPMAIIMOHHOW CUCTEMBI aIMIUHUCTPAIUH.

5.1.2. MopaabHO-3THYECKHE MEPHI 3alTUTHI.

K MopanbHO-3THYECKMM MepaM OTHOCSATCS HOPMBI MOBEACHHS, KOTOPbIE TPaJUIIMOHHO
CIIOKHJIMCh WJIM CKIIABIBAIOTCA O MEPE PaclpoCTpPaHEHUsS WH(OPMALMOHHBIX TEXHOJOTUI B
obmiecTBe. DTH HOPMBI OOJBIIEH YACTBIO HE SBISIOTCS 00S3aTEIBHBIMU, KaK 3aKOHOJIATEIBHO
YTBEPKACHHbIE HOPMATHUBHBIE aKThl, OJIHAKO, UX HECOOIIOJCHHE MOXET MPHUBECTH K MaJICHUIO
aBTOpHUTETA, MPECTHXKA YEIOBEKa, TPYIIBI JUI WIM aIMHHHUCTPAUUU B LEJIOM. MopaibHO-
STUYECKHE HOPMbI OBIBAIOT KaK HEMHCaHble, TaK M IMHUCaHble, TO €CcThb O(OpPMIICHHBIE B
HEKOTOpPBIA CcBOA (yCTaB) MpaBW WIM MNpeanucaHuil. MopanbHO-3THUUECKHE MEphl 3allUThl
ABIIAIOTC TPO(UIAKTUYECKUMH W TPEOYIOT MOCTOSHHOW paboThl MO CO3JaHHUIO 3J0POBOTO
MOpPaJILHOTO KIIMMAaTa B KOJUIEKTUBE.

5.1.3. TexHOJOTHYECKHE MEPHI 3alTUTHI.

K manHOMY BHAY Mep 3aIIMTBI OTHOCSTCS PAa3HOTO POJa TEXHOJOTUYECKHE PEIICHUS U
MpPUEMbI, OCHOBAaHHBIE HA HCIOJb30BAaHUM HEKOTOPBIX BUIOB HM30BITOUHOCTH (CTPYKTYPHOM,
(GyHKIMOHATBHON, MHPOPMALMOHHOW, BPEMEHHON W T.II.) W HAIlpaBJICHHbIE Ha yMEHBIICHUE
BO3MOXXHOCTH COBEPIIEHUSI COTPYAHUKAMHU OMIMOOK M HAapYUICHUH B paMKaxX MPeI0oCTaBIECHHBIX
UM IIpaB U ITIOJIHOMOYHIA.

5.1.4. OpraHuzanroHHbIE (aIMUHUCTPATUBHBIE) MEPHI 3ALTUTHI.

Opranu3anroHHbIe (aIMUHUCTPATUBHBIC) MEPHI 3aIIUTHI - TO MEPHl OPraHU3AIMOHHOTO
XapakTepa, periaMeHTHPYIOIIME MpoLecchl  (QYHKIMOHUPOBAHUS CUCTEMBI  00paboTKU
NEPCOHANBHBIX JIAaHHBIX, HWCIOJIB30BAHUE €€ PEeCypCOB, JICATEIBHOCTH OOCITYKHBAIOIIETO
MepcoHala, a TaKKe MOPSAOK B3aUMOJAEWCTBUS IMOJIb30BaTENIe C CHCTEMOM TakuM 00pasoM,
YTOOBI B HaWOOJbBIIEH CTETIEHU 3aTPYAHUTH WIH MCKIIOYUTH BO3MOKHOCTH pEajM3alliy YIpo3
0€30MacHOCTH U CHU3UTH pa3Mep MOTEPh B CIydyae UX pear3aluu.

5.1.5. Mepsbl GU3HUIECKOI 3aITUTHI.

duznyeckue Mepbl 3alIUTHl OCHOBAaHBI Ha MPUMEHEHHH PA3HOTO POJa MEXaHUYECKHX,
DIIEKTPOHHBIX WJIM  3JEKTPOHHO-MEXAHWYECKHX YCTPOWCTB W COOPYKEHHH, CIEeIHaIbHO
NpelHa3HAYeHHBIX M CO3/aHus (U3MYECKUX TPEMATCTBUH HA BO3MOXHBIX MYTAX
MPOHUKHOBEHUS W JIOCTyNa TOTCHIUAIbHBIX HAPYIIUTEICH K KOMIIOHCHTAM CHCTEMBI H
3allMIIaeMbIM TEPCOHATBHBIM JAaHHBIM, a TaKXKe TEXHUYECKUX CPEACTB BU3YAIbHOTO
HaOJFOICHNS, CBSI3M U OXPAaHHOW CHTHAJTU3AIIH.

5.1.6. TexHuueckue Mepbl 3aIIUTHI.

TexHuueckue (ammapaTHO-IPOTPAMMHBIE) MEPHI 3alIUTHl OCHOBAHBI HA WCIOJIH30BAHUU
pPa3IMYHBIX JJEKTPOHHBIX YCTPONCTB ¥ CHENHANBHBIX MPOrpaMM U BBIMOJHSIOMIIMX
(camMOCTOATENIPHO WM B KOMIUIEKCE C JIPYTHMH CpEICTBAMH) (YHKIUH  3aIIUTHI
(uneHTUUKALNIO W ayTeHTU(UKALMIO TOJIh30BaTeNlel, pa3rpaHUUYEeHUE JOCTyMa K pecypcam,
perucTpauio coobITui, KpUnTorpadpuyeckoe 3aKpbITHE UHPOPMALMK U T.11.).

5.2.®opMHpOBaHUE MOIUTUKN 0€30IaCHOCTH.

'maBHass 1menmp  aIMUHUCTPATUBHBIX ~ Mep, NPEANPHUHAMACMBIX Ha  BBICIIEM
yIpaBJIEHYECKOM YpPOBHE - C(OPMHPOBATH IMOJUTHKY B 00JacTH obecredyeHus: 0e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX (OTPAKAMOIIYIO IMOAXOABl K 3alUTe IEPCOHAIBHBIX JaHHBIX) U
00ecreynThb e BHIIIOJIHEHUE, BBIAETS HEOOX0JUMbIE PECYPChl U KOHTPOJIUPYS COCTOSIHUE JIEI.

C mnpakThyeckoll TOYKM 3peHHs MOJIMTUKY B oOjactu oOecredeHus Oe30MacHOCTU
MEPCOHANBHBIX JIAHHBIX B aIMUHUCTpAIIUU IeJecoo0pa3Ho pa3OuTs Ha 1Ba ypoBHs. K BepxHemy
YPOBHIO OTHOCSITCS PEUICHHS PYKOBOJCTBA, 3aTPArWBAaIOIINE JCSTEIHHOCTh aIMHUHHUCTPALUN B
nenoM. [TonuTuka BEpXHEro ypoBHS JOJKHA YETKO OYEpTUTH chepy BIUSHUS U OTpaHUYCHUS



IpU  ONpENEICHUH I1elei Oe30MacHOCTH TEePCOHANBHBIX JaHHBIX, OMPEICIUTh KAKUMHU
pecypcamu (MaTepuaibHble, CTPYKTypHBIE, OpraHU3alMOHHbBIE) OHU OyAyT JOCTUTHYTHI, U HAUTH
pa3yMHBIH KOMIIPOMHUCC MEXKIY PUEMIIEMBbIM YPOBHEM 0€30MacCHOCTH U ()YHKITMOHATIBLHOCTHIO.

[TonuTuka HUKHETO YPOBHS, OIpPENEISAET MPOLEAYpPbl, U MPaBUIA JOCTHXKEHUS LEeNel 1
pelieHus 3a1a4 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX M JACTATU3UPYET (periaMeHTHPYET) 3TH
IpaBuja:

—  KaKOBBI PO U OOS3aHHOCTH JOJDKHOCTHBIX JIMIl, OTBEYAIOIIME 33 MPOBEICHUE
MOJIMTUKU OE€30MaCHOCTH MEPCOHATBHBIX TAaHHBIX;

—  KTO MMEET IpaBa JO0CTyIa K MePCOHAIbHBIM JAHHBIM, KTO U MPU KAKUX YCIOBHUAX
MOJKET YUTaTh U MOTUPUIIUPOBATEH IEPCOHATLHBIC JaHHBIC U T.]I.

[TonuTHKa HUKHErO YPOBHS IOJKHA:

—  IpeaycMaTpuBaTh pErjIaMeHT WH()OPMAIMOHHBIX OTHOIICHUH, WCKIFOYAIOIINX
BO3MOKHOCTh MPOU3BOJIbHBIX, MOHOIOJBHBIX WJIM HECAHKIMOHUPOBAHHBIX JEHCTBUM B
OTHOIIEHUU WH(OPMALIMOHHBIX PECYPCOB;

—  OMNpEeNeNsITh KOAIUIIMOHHBIE U UEPAPXUUYECKUE MPUHIUIIBI U METOJbI pa3/ieleHus
CEKpETOB U Pa3rpaHUUYCHHUs IOCTYIA K MEPCOHATbHBIM JTaHHBIM;

—  BbIOMpaTh MPOrpPaMMHO-TEXHHYECKHE (ammapaTHbIe) CPEeACTBAa MPOTUBOJCHCTBUS
HCJl, ayrentudukanuu, aBTOpHU3aliy, HUIACHTUPUKALIUA U APYrUX 3AMIUTHBIX MEXaHU3MOB,
o0eCreunBarONIMX ~ TapaHTHH  peallu3allid  TpaB W OTBETCTBEHHOCTH  CyOBEKTOB
MH(OPMALIMOHHBIX OTHOIICHHH.

5.3.Pernamenranus q0CTyIa B MOMEIICHUS.

Kommnonentsl MHQOpPMAIMOHHOW CUCTEMBbl aJIMUHUCTPAIMM JOJDKHBI pa3MenaTthcsl B
MOMEIIEHUSIX, HAXOSAIINXCS MOJI OXPAaHOW WM HAOJIFOJCHUEM, MCKIIOYAIOIIUM BO3MOKHOCTh
OECKOHTPOJIBLHOTO MPOHUKHOBEHUS B MOMEIIEHUS IOCTOPOHHUX JHII ¥ 00eCleYyrBaIOIIIM
(UBUYECKYI0 COXPAaHHOCTh HaXOSIIUXCS B TIOMEIICHUH 3aIUIIAEMbIX PECYPCOB (JOKYMEHTOB,
APM wu Ttn.). VYOopka Takux TOMEUIEHHH JODKHA NPOU3BOAUTHCS B TMPUCYTCTBUU
OTBETCTBEHHOI'O COTPYJHHKA, 32 KOTOPHIM 3aKPEIUICHbI IAHHBIE KOMIIOHEHTHI, C COOII0ICHUEM
Mep, UCKITIOYAIOIINX JOCTYI MOCTOPOHHUX JIHII K 3aIIUIAEMbIM HH(OPMAIIMOHHBIM PECYPCaM.

Bce nmocroponHue nuiia J0mycKarTCs B MOMEIIEHUS ¢ KOMIIOHEHTaMH MH(POPMAIIMOHHOMN
CHUCTEMBI TOJIBKO B MPUCYTCTBUU COTPYIHUKOB aAMUHUCTPALIH.

[To oxoHuanum pabouero AHsS, MOMEHICHHUS, B KOTOPBIX Pa3MEMIAIOTCS KOMITOHEHTHI
WH(OPMAIIMOHHON CUCTEMBI aIMUHUCTPALIMU, JOJDKHBI 3aITUPATHCS Ha KITIOY.

B cnywae ocHaimieHuss TOMEIIEHW CpPEICTBAMH OXPaHHOM CHTHATU3AIMHM, a TaKXKe
ABTOMAaTU3UPOBAHHONW CHUCTEMOW IMpUEMa U PETUCTPALMU CUTHAIOB OT ATHUX CPEJCTB, MPUEM-
cladya TaKUX TOMEIIEHWHA TIOJ OXpaHy OCYIIECTBISIETCS Ha OCHOBAHMM CIICIHAIIBHO
pa3pabaTeiBaeMON UHCTPYKIUH.

5.4. PernameHTanus JAOMYyCKa COTPYIHUKOB K HCIOJIb30BAaHUIO HH(GOPMAIIMOHHBIX

pecypcoB.

B pamkax paspemmTenbHON CUCTEMBI (MAaTPHUIIBI) TOCTYIa YCTaHABIUBACTCS: KTO, KOMY,
KaKyro HH()OPMAIIHIO U [T KAaKOTO BHUJIa JOCTYIa MOKET MPEOCTABUTh U MPU KAKUX YCIOBUSX.

Jlomyck moinib3oBaTenel Kk pabore ¢ WHGOPMAIMOHHOW CHCTEMOM aIMUHUCTpAIMU U
JOCTYT K €€ pecypcaM JOJKEeH OBITh CTPOro periaMeHTHpoBaH. JIroOble M3MEHEHHUs CocTaBa U
MTOJITHOMOYHH TOJIb30BaTeNIel MOACUCTEM JOHKHBI TPOU3BOIUTHCS YCTAHOBIICHHBIM TTOPSIIKOM.

YpoBeHb TMOJHOMOYMN KaXJOTO TMOJIb30BAaTENIsl ONpEAeNseTcs WHIUBUIYaAIIbHO,
coOro1ast creayroNre TpeOOBaHNUS:

—  KaXIbld COTPYAHUK IOJIB3YETCS TOJBKO NPEANUCAHHBIMU €My IpaBaMH IO
OTHONICHHIO K TIEPCOHANILHBIM JIaHHBIM, C KOTOPBIMH €My Heo0Xo[uMa padoTa B COOTBETCTBUU C
JIOJDKHOCTHBIMH  O0sI3aHHOCTSIMU. Pacimmpenue mpaB JOCTyma W MPEJOoCTaBICHHE JOCTyHa K
JOTIOTHUTENFHBIM ~ MH(POPMAIIMOHHBIX ~ pecypcaM, B 00sf3aTeIbHOM TOPSAKE, JOJKHO
COTJIACOBBIBATHCS C OTBETCTBEHHBIM 32 OPTaHMU3AINI0 00Pa0OTKH MEPCOHATBHBIX JAaHHBIX;



—  PYKOBOAWTENb QJIMUHUCTPALMA MMEET MpaBa Ha MPOCMOTP WH(MOpPMAIUUA CBOHX
MOJYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX Mpefesiax B COOTBETCTBUM CO CBOMMHU JOKHOCTHBIMU
00513aHHOCTSIMHU.

Bce coTpyaHuKM agMUHHCTpaluud W OOCHY>KMBAIOIIMN IEpPCOHAN, JOJDKHBI HECTU
NEPCOHANBHYI0 OTBETCTBEHHOCTh 32 HAPYIIECHHS YCTAaHOBJICHHOTO TOpsiKa 0O0pabOoTKH
MEPCOHAIBHBIX JAaHHBIX, MPaBWJI XpPAaHEHHS, UCHOJIb30BAaHUS U Tepefauyd HaxOoIAlIUXCA B UX
pacnopsLKEHHH 3alllIIaeMbIX pecypcoB cucTeMbl. Kaxplil coTpyaHuK (Iipu pruemMe Ha padboTy)
JOJKEH TMOJIUCKHIBaTh 0053aTeNbCTBO O COOJIOACHUM U OTBETCTBEHHOCTH 3a HapyIlICHHE
YCTAHOBJICHHBIX TPEOOBAaHUH M0 COXPAHEHUIO MEPCOHATBHBIX JaHHBIX aJIMUHUCTPALIHH.

OO6paboTka NEPCOHAIBHBIX JAaHHBIX B KOMIIOHEHTaX WH()OPMAIIMOHHOM CHCTEMBbI
QJIMUHUCTpAIlMM  JIOJDKHA  NPOU3BOAUTHCS B COOTBETCTBUM  C  YTBEPXKACHHBIMHU
TEXHOJOTUYECKUMH UHCTPYKLHSIMU.

5.5. Permamenranusi mpoIeccoB OOCIYKMBAaHUS W OCYIIECTBICHHS MOIH(PHUKAINN
anmnapaTHbIX U MPOTPaMMHBIX PECYpPCOB.

B memsax mommepkaHus pexuma WHGOPMAIMOHHOW O€30MacHOCTH — ammaparHo-
nporpaMMHasi  KOH(UIypalus  aBTOMAaTU3HPOBAaHHBIX  paboO4YMX  MECT  COTPYJHUKOB
AJIMUHUCTpAIMH, C KOTOPBIX BO3MOXXEH JIOCTYIl K pecypcaM HH(GOPMAIMOHHOW CHUCTEMBI,
JOJI’KHA COOTBETCTBOBATh KPYI'y BO3JIOKEHHBIX Ha JTAHHBIX MOJb30BaTesel (DYHKIIMOHATBHBIX
00s13aHHOCTEH.

B xommoneHTax WH(OPMAIIMOHHOW CHUCTEMBI M Ha pPabOYMX MecTax IOJIb30BaTeNeH
JOJI’KHBI YCTAaHABIMBATHCS M UCIIOJIb30BAThCS JTUIICH3UOHHBIE POTPAMMHBIE CPEACTBA.

5.6. OOecrieueHre W  KOHTPOJb  (DU3MUYECKOM  IEIOCTHOCTH  (HEM3MEHHOCTH
KOH(UTYpaluK) annapaTHBIX PECYpCOB.

O6opynoBanre MH(POPMAITMOHHON CHUCTEMBI, UCIIOIB3YEMOE JIA JOCTyNa U XPaHECHUS
MEPCOHAIBHBIX JIaHHBIX, K KOTOpPOMY JOCTYH OOCIY>KMBAIOLIEro IEepcoHala B IIpoIecce
OKCIUTyaTallii He TpeOyeTcs, Mocie HaJNAJAOYHbIX, PEMOHTHBIX W HMHBIX Pa0OT, CBSA3aHHBIX C
JOCTYTIOM K €r0 KOMIOHEHTaM JO0JKHO 3aKpPhIBAThCS.

5.7. Tlombop M MOATOTOBKA IEPCOHANA, 00YICHHE MOJIb30BATEIICH.

[Tonb3oBarenu MHPOPMALIMOHHOW CUCTEMBI aJAMHHHUCTPAIMH, a TAKKE PYKOBOISIIUN U
00CTyKUBAIOUINI MEepCOHaN JOJKHBI ObITh 03HAKOMJIEHBI CO CBOMM YPOBHEM IIOJHOMOYMM, a
TaKXe OpPraHU3alOHHO-PACIOPSANTEIbHOW, HOPMATUBHOM, TEXHUUECKON U SKCIUTyaTallMOHHOM
JIOKyMEHTaIuel, onpeneistoniel TpeboBaHus U NOpsSA0K 00pabOTKH MEPCOHAIbHBIX JIaHHBIX B
aJIMUHHUCTPAIIHH.

Obecrieyuenrie 0€30MAaCHOCTH MMEPCOHANBHBIX JIAHHBIX BO3MOXKHO TOJBKO IOCIE
BbIpaOOTKH y MOJIb30BaTENeH OMpEAEIeHHON KylIbTyphl paboThl, T.€. HOPM, 00s3aTENbHBIX IS
UCTIOJTHEHUS] BCEMH, KTO paboTaeT ¢ MHPOPMAIMOHHBIMU pecypcaMu aqMuHuCTpanud. K Takum
HOpMaM MOXXHO OTHECTH 3alpelleHue JHObIX YMBIIUICHHBIX WJIM HEYMBIIIJICHHBIX JEHCTBU,
KOTOpBbIE HapyllaloT HOPMAJIbHYI0 paboOTy KOMIIOHEHTOB HH()OPMAIIMOHHOW CHCTEMBbI
aJIMUHUCTpAIMM, BBI3BIBAIOT JIOTIOJIHUTENbHBIE 3aTpaThl PECYpCOB, HAPYIIAIOT IEJIOCTHOCTh
XpaHuMou U oOpabarbiBaeMoi MHGOPMAIIMH, HAPYIIAIOT MHTEPECH 3aKOHHBIX TMOJIH30BaTENCH,
BJIaJIEJIbLIEB MJIM COOCTBEHHUKOB.

Bce monp3oBarenn MHPOPMAINMOHHONW CHCTEMBl aAJIMUHUCTpAIlUU JIOJDKHBI  OBITh
O3HAKOMJIEHbl C OPraHU3alMOHHO - PACHOPSIUTENBHBIMU JOKYMEHTaMH IO O0eCleYeHUIo
0€30IaCHOCTH TEPCOHAIBHBIX JaHHBIX ATMHHHUCTPAIlMU, B YaCTH, UX KacaroIICHCs, JOJDKHBI
3HaTh M HEYKOCHUTEIIFHO BBINOJHATH HMHCTPYKIMHM M 3HaTh oOOIMME OOSI3aHHOCTH IO
oOecrieyeHHnI0 0€30IacHOCTH TEPCOHAJIbHBIX JaHHBIX. [loBeneHue TpeOOBaHUN YKa3aHHBIX
JIOKYMEHTOB JI0 JIUII, IOMYIIEHHBIX K 00pa0O0TKe 3alMIaeMbIX EPCOHATIBHBIX JaHHBIX, JOJKHO
OCYIIECTBIISATHCS TOJT POCITHUCH.

5.8.  OTBeTCTBEHHOCTh 3a HApYyLICHHUsS YCTAaHOBJICHHOTO TMOpPsAKAa IOJIb30BAHUS
pecypcamu HH(HOPMAITMOHHON CHCTEMBI aIMUHUCTPAIIAN

Mepa OTBETCTBEHHOCTH II€pCOHaja 3a JEWUCTBHS, COBEpIICHHbIE B HapyIICHUE
YCTaHOBJICHHBIX MpaBui obOecrieyeHus: Oe3omacHO paboThl € NEePCOHANIbHBIMU JIaHHBIMH,



JOJIKHA OMPEIEISIThCSI HAHECEHHBIM YIIEpOOM, HATMYUEM 3JI0T0 YMBICTA U IPYTUMH (haKTOpaMu
0 YCMOTPEHHIO PYKOBOJICTBA aIMHHUACTPAITUH.

Jlnst peanu3an MPUHIMIIA MEPCOHATBHON OTBETCTBEHHOCTH IOJIb30BATeNIeH 32 CBOM
JEHCTBUST HEOOXOTUMBI:

—  UHOUBUAYAJIbHAasS WIACHTH(UKAIUS TOJb30BaTeied W WHULIMHUPOBAHHBIX WMHU
MIPOIIECCOB, T.€. YCTAaHOBJICHHUE 3a HUMU HaeHTHuKartopa (login, Username), Ha 6a3e KOTOPOTO
OyZeT OCYyWIECTBISATHCS  pa3rpaHMYCHHE JOCTyHa B  COOTBETCTBUM C  MPHHIUIIOM
000CHOBAaHHOCTH JIOCTYTIA;

—  TpoBepKa MOUIMHHOCTH IMOJIb30BaTeNell (ayreHTu(uKanms) Ha OCHOBE MapoJIeH;

—  peakuuss Ha TIONBITKA HECAHKIMOHMPOBAHHOTO  JIOCTYyNa (CHTHAJIM3AIuS,
OJIOKMpPOBKA U T.1.).

5.9. Cpexncrpa obecnieueHus: 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX

Hnst obGecnieueHust uH(POPMAMOHHOW 0€30MacHOCTH AJAMUHUCTPAIMKA HCHOIB3YIOTCS
CJICAYIOIINE CPEACTBA 3aIIUTHI:

—  (¢usuveckue cpeicTna;

—  TEXHHYECKHE CPEJICTBA;

—  cpexacTBa HISHTH()HKAINU M ayTEHTU(PHUKAIIMH OJIH30BATEICH;

—  CpeAacTBa pasrpaHUYCHUS TOCTYIIA;

—  cpezacTBa 00ECIEYCHUS U KOHTPOJIS IIEJIOCTHOCTH;

—  Cpe/CTBa ONEPATUBHOIO KOHTPOJIS U PETHUCTPAIIMU COOBITHI 0€30MacHOCTH.

CpencTBa 3amUThl JTOJKHBI IPUMEHSATHCS KO BCEM pecypcaM HH(POPMALIMOHHON CUCTEMBI
aJIMAHUCTpAIMH, HE3aBUCUMO OT WX BHJA U (JOPMBI IPEACTABICHUS HHPOPMALIUU B HUX.

5.9.1. dusnueckue cpeacTBa 3amUThI

st obecrieuenns pusnyeckoit 6€30MaCHOCTH KOMIOHEHTOB HH(POPMAIIMOHHON CHCTEMBI
aJIMAHUCTpAIIMM  HEOOXOIUMO OCYIIECTBISATH PsI  OPTaHU3AlMOHHBIX M TEXHHYECKUX
MEPONPHSITHA, BKJIFOYAIOIINX: MPOBEPKY OOOPYIOBAHUS, NPEIHA3HAYCHHOTO JUIsI 00pabOTKU
NIEPCOHAIBHBIX JaHHBIX, HA!

—  HaJIWYHe CIENHaIbHO BHEIPEHHBIX 3aKJIAHBIX YCTPOHCTB;

—  BBEJCHHME [IONOJHUTENBHBIX OTPAaHMYCHHHA 10 JIOCTYyIly B  IOMEMICHUS,
npeHa3HauYeHHbIE [T XPaHEeHUsI 1 00pabOTKH MePCOHATBHBIX JaHHBIX;

—  oOopynoBaHHe cHUCTeM HWHPOpPMATU3ALMK YCTPOHCTBAMU 3allUTBl OT CcOOEB
AIIEKTPOTUTAHUS U TIOMEX B IMHUSIX CBSI3U.

5.9.2. TexHn4eckue CpeacTBa 3aIINTHI.

C yderoM Bcex TpeOOBaHMH M MPUHIMIIOB oOecrieueHHsi O€30MaCHOCTH MEPCOHAIBHBIX
JTAHHBIX 110 BCEM HAIPABIICHHSIM 3alIUTHI B COCTAB CHCTEMBI 3AIIUTHI JTOJDKHBI OBITH BKITFOUEHBI
CJIEYIOIIHNE CPEJICTBA:

—  CpeicTBa pasrpaHUYEHUS JTOCTYTA K JaHHBIM;

—  CpeiacTBa PETUCTpalMH JOCTyNna K KOMIIOHEHTaM HH()OPMAlMOHHOW CHCTEMBI H
KOHTPOJISI 32 UCTIOJIb30BaHUEM WH(OPMAIINK;

—  CpejCTBa pearnpoBaHUs Ha HApYyIICHHUS PeKUMa WH(POPMAIIMOHHOH 0€301TacHOCTH.

Ha texanueckue cpeqcTBa 3alIUThl BO3JAraeTcsi PeuIeHne CIETYIOMINX OCHOBHBIX 3a/1a4:

—  uaeHTHQUKAIUS U ayTeHTHU(UKAILMS TMOJb30BaTeNell MPU MOMOIIM HMMEH WU
CrHelMaNbHbIX annapatHelx cpenctB (Advantor, Touch Memory, Smart Card u 1.11.);

—  perjmaMeHTalys W yIpaBJICHUE JIOCTYIIOM IIOJIb30BaTeliell B TOMENICHHS, K
(U3NIECKUM ¥ JIOTHYECKUM YCTPOUCTBAM;

—  3amuTa OT TPOHUKHOBEHHUS KOMIBIOTEPHBIX BHUPYCOB U Pa3pylIUTEIBHOTO
BO3/ICUCTBUS BPEAOHOCHBIX MPOrPamMM;

—  perucTtpamusi BCeX JCHCTBHI MOJB30BATENSI B 3alIMIICHHOM >KypHalle, HaIH4He
HECKOJIbKUX YPOBHEH pErucTpaluy;



—  3amuTa JAaHHBIX CHUCTEMBbl 3almUThl Ha (alIoBOM cepBepe OT JOCTyma
MOJIb30BaTeIC, B YbHM JOJDKHOCTHBIC OOS3aHHOCTH HE BXOJUT paboTra ¢ HHPOpPMAINH,
HaXOJSILIEHUCS HA HEM.

5.9.3.CpenctBa uaeHTHGUKAIMKA B AyTEHTU(OUKAITMN TT0JIb30BATENCH.

B memsx mpemoTBpamieHuss paboOThl ¢ pecypcamu HMH(DOPMAIMOHHOW  CHUCTEMBI
aIMUHHUCTPAIMM TOCTOPOHHUX JIHMI HEOOXOAMMO OO0ECIEeYUTh BO3MOXHOCTh PACIO3HABAHUS
KQXKJOTO JIETAILHOTO TOJIb30BaTens (WM TPYII Mojb3oBatTeneit). s unaeHTuuKaum MOTyT
MPUMEHSTHCS PA3IMYHOTO POJa YCTPOICTBA: MarHUTHBIE KAPTOUKH, KITFOUH, KIIFOUEBbIE BCTABKH,
JTUCKETHI U T.II.

Aytentudukanus (MOATBEP)KIACHHE TMOUIMHHOCTH) TIOJb30BaTeNIied TakKe MOXKET
OCYIIECTBIIATHCA:

—  IyTeM MPOBEPKU HAIMYUS y MOJB30BaTENel KaKUX-THOO CHEelHaIbHBIX YCTPOHCTB
(MarHUTHBIX KapTOYEK, KJIFOUEH, KITFOUEBbIX BCTABOK U T.J.);

—  IyTeM MPOBEPKH 3HAHHS MU MAPOJICH;

—  IyTeM IPOBEPKH YHUKAIBHBIX (PU3NYECKUX XAPAKTEPHUCTUK U MAPAMETPOB CAMUX
MOJIL30BATENICH MPH MOMOIIU CHEIIHATEHBIX OMOMETPUYECKUX YCTPOMCTB.

5.9.4. CpexnctBa pazrpaHdyeHHs TOCTYIA.

30HBI OTBETCTBEHHOCTH ¥ 3aJa4d KOHKPETHBIX TEXHHYECKUX CPEICTB 3allUThI
YCTaHABIMBAIOTCA HCXOMS W3 MX BO3MOXHOCTEM M OSKCILTyaTallMOHHBIX XapaKTEPUCTHUK,
ONMCAHHBIX B JJOKYMEHTAIIUN HA JJAHHBIC CPE/ICTBA.

TexHuyeckue cCpeacTBa pasrpaHUYEHHUs JOCTyMHa JOJDKHBI 1O BO3MOXKHOCTH OBITh
COCTaBHOM YACTBIO €IMHON CUCTEMbBI KOHTPOJIS JOCTYMA!

—  Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

— B OTHEJbHBIC TOMEIICHHUS;

— K KOMIIOHEHTaM MH(GOPMAIMOHHON Cpe/bl aJIMUHUCTPALIMU U 3JIEMEHTaM CHUCTEMBbI
3alUTHI IEPCOHAIBHBIX JaHHBIX ((PU3HUECKU JOCTYII);

— K uHGOPMAIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTENsIM uHpopmammu, daiinam,
HabopaM aHHBIX, ApXUBaM, CIIPaBKaM | T.1.);

— K aKTHBHBIM pecypcaM (TIPUKIIATHBIM ITPOrpaMMaM, 3ajadaM | T.I1.);

— K ONEpanHuoOHHOW CUCTEME, CUCTEMHBIM IpOoTrpaMMaM M IMPorpaMMaM 3aIluThI.

5.9.5.CpencrBa obecriedeHnst 1 KOHTPOJIS IIEIOCTHOCTH.

CpenctBa obecriedeHHs IEIOCTHOCTH BKIIOYAIOT B CBOM COCTaB CpPEIACTBA PE3EpPBHOTO
KOITUPOBAHUS, TIPOTPAMMBbI aHTUBUPYCHOM 3aIIUTHI, TPOrPaMMbI BOCCTAHOBIICHUS I[EJIOCTHOCTH
OTIEpAIIMOHHOM cpefibl U 0a3 TaHHBIX.

CpenctBa  KOHTPOJII — IICJIOCTHOCTH  HMH(DOPMAIMOHHBIX  PECYPCOB  CHCTEMBI
MpeHa3HaYeHbl ISl CBOEBPEMEHHOTO OOHapy»)eHUs MOAU(UKAIMK WM HCKAKEHUS PECYpCOB
cuctembl. OHU TIO3BOJISIOT O0ECTICUUTH MPABUIBHOCTh (YHKIIMOHUPOBAHUS CHCTEMBI 3aIIUTHI U
[EJIOCTHOCTh XpaHUMOI U oOpabaTeiBaeMOi HHGOPMAITUH.

Kontpons mnemoctHoctr wH(pOpMamuu W CPEACTB 3alIMTHI, C IEJBI0 00ECIeYeHUs
HEU3MEHHOCTH WH(GOPMAIMOHHON Cpeabl, OMpeAeNsseMO MpelyCMOTPEHHONW TEeXHOJIOTHel
00pabOTKM, W 3aIUTHI OT HECAHKIIMOHUPOBAHHOW MOJHU(DHKAIMKM IMEPCOHATBHBIX JTAHHBIX
JOJIKEeH 00ecTeYnBaThC:

—  CpelcTBaMU pasTpaHHUYCHUs JOCTyNa (B TOMEIICHUS, K JOKYMEHTaM, K HOCUTEIISIM
uH(pOopMalnK, K cepBepam, JOTHYECKUM YCTPOICTBaM U T.11.);

—  CpelcTBaMU DJIEKTPOHHOMN MOJITUCH;

—  CpencTBaMHU TOJICYE€Ta KOHTPOIBHBIX CYMM (IUISI MCIOJB3YEMOTO MPOTPaMMHOTO
obecrnievyeHus).

5.9.6.CpencTBa onepaTUBHOTO KOHTPOJIS M PETHCTPAIUK COOBITHI 0€301TacHOCTH.

CpenctBa OOBEKTHBHOIO KOHTPOJNS JOJDKHBI — oOecreurBaTh OOHApy>KEHUE U
PETHCTPAIUIO BCeX COOBITHI (AecTBUM moab3oBarenel, monbitok HCJI u T.11.), KOTOpbIE MOTYT
MOBJIEYb 3a COO0OHM HapylieHHe Oe30MacHOCTH U TMPHUBECTH K BO3HUKHOBEHHIO KPHU3HMCHBIX



cuTyanuii. AHaiu3 COOpaHHOH CpeACTBaAMH pErucTpanuu MHGOPMAIUU TO3BOJISET BBHISIBUTH
(daKkThl COBEpIICHUS HApYNICHWH, WX XapakTep, MOJCKa3aTh METOJ €ro paccielOBaHUs U
CIoCcOOBI MOMCKA HAPYIIUTEINs W UCIpaBicHus cuTyaruu. CpeacTBa KOHTPOJISI U PETUCTPALIUN
JIOJDKHBI TTPEIOCTABIIATH BO3MOKHOCTH:

—  BEJEHUS U aHaU3a JKyPHAIOB PErHCTPAIMU COOBITHII 0€30MacHOCTU (CHCTEMHBIX
JKYpHAJIOB);

—  TOJIy4eHHs TBepAOW Komuu (medard) IKypHAlla PETUCTPAlUUd  COOBITHI
0€30I1aCHOCTH;

—  YHOpSJIOYCHHUS KYPHAIOB, a TAaK)KE YCTAHOBIICHHS OTPAaHUYCHHWA Ha CPOK HUX
XPaHCHHUS;

—  ONEpPaTUBHOTO OIOBEIICHUS OTBETCTBEHHOTO 33 OpTraHW3aluilo 00pabOTKu
MEPCOHATBHBIX JaHHBIX O HAPYIICHUSX.

[lpu peructpanuu coObITHII 0€30MACHOCTH B JKypHaJle JODKHA (UKCHPOBATHCS
clenyromas nHGOpMaIus:

—  J1aTa ¥ BpeMs COOBITHS;

—  uaeHTH(HKATOpP CYOBEKTa, OCYIIECTBIISIOIICIO PErHCTPUPYEMOE ICHCTBUE,

- JeiicTBre (TUM IOCTYIIA).

5.10. KouTponb 3pPEeKTHBHOCTH CUCTEMBI 3aIHUTHI.

Kontponb 3(h(hekTHBHOCTH 3alUThl MEPCOHAIBHBIX JAHHBIX OCYIIECTBISETCS C IEJIbEO
CBOCBPEMCHHOTO BBISBJICHHS ¥ TIPEJOTBPAIICHHUS YTCYKH NEPCOHAIBHBIX JAHHBIX 3a CUeT
HECAHKIIMOHMPOBAHHOTO JOCTyIa, a TaKKe MPEAYIPEkJACHUS BO3MOXKHBIX CIEIHUATBHBIX
BO3JICHCTBUI, HANIPABJICHHBIX HA YHUYTOXCHHE MEPCOHAIBHBIX TAHHBIX, Pa3pyIICHUE CPEACTB
uHpopmaruzanui. KOHTpOJIE MOXET TPOBOJUTHCS MPHUBICKAEMBIMU JJIi  OTOH 1NN
OpTraHU3AIUSIMHU, IMCIOIIUMU JIMIICH3WIO HAa 3TOT BUJ ICATEIHHOCTH.

OneHka A(PQGEKTUBHOCTH MeEp 3allMThl EPCOHAIBHBIX JTAHHBIX TPOBOIMUTCA C
UCIIOJIb30BAHUEM TEXHHUYECKMX U MPOTPAMMHBIX CPEICTB KOHTPOJS Ha MPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHHSIM.



